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* Embedded software security engineer
= Researcher in my spare-time

(also former associate professor)

HardBlare project (3 labs, 2 PhDs...)




Threat model

Bi1llys-N90AP:/var/mobile root# printf "AAAABBBBCCCCDD
DDEEEEAX30\xbe\x00\x00 \xffAXEf\xff\xff\x70 \xbe\x00\x0

Buffer overflow example with strcpy() - .
0 ./roplevell
Welcome to ROPLevell for ARM! Created by Billy Ellis

Faie aaiatl (Ebellis1000)

{ L ) .
char source[] = “usernamel2”; // usernamel2 to source[] warnin 19 : this program uses dgets(), which 1s unsafe.
char destination[7]; // Destination is 8 bytes ]:_‘-,. l\ +h :L q seems normal.
strcpy (destination, source); // Copy source to destination strin g C han qed
return 0; executin Iij string...

} Applications app roplevell.c

Containers exploit.sh roplevell.zip
Buffer (8 bytes) | Overflow | Developer heap taptapskip

Documents he ap.c valin

Media hello.c

MobileSoftwareUpdate roplevell
Billys-N90AP:/var/mobile root# [

Playing with such attacks on ARM:
https://billy-ellis.github.io (@bellis1000)

https://www.root-me.org/?page=recherche&lang=en&recherche=ARM

https://azeria-labs.com/ (@Fox0x01)



https://billy-ellis.github.io/
https://www.root-me.org/?page=recherche&lang=en&recherche=ARM
https://azeria-labs.com/

DIFT = Dynamic Information Flow Tracking

= DIFT => Detection of software attacks
o Buffer overflow, Return Oriented Programming, etc.

= Security purposes => Integrity and Confidentiality

" Principle:
o Tags attached to containers + relationship
o At runtime, propagate tags
o Detecting any violation at run-time asap



DIFT = Dynamic Information Flow Tracking

o char buffer1[20], buffer2[20], buffer3[20];
FILE *fpassword, findex, funauthorized;

Application fpassword = open("passwd.txt");
- findex = open("index.html");
w I:| funauthorized = open("unauthorized.html*);
a read(buffer1, fpassword)
'8 I:| read(buffer2, findex)
£ read(buffer3, funauthorized)
©
'5, if(getuid() X
& I:| send_to_socket(buffer2);
£ else{
L send_to_socket(buffer3);

user land

kernel land

passwd.txt || index.html || Unauhtorized.html

OS Support for DIFT




DIFT

Dynamic Information Flow Tracking

Fine-grained DIFT

OS Support for DIFT

char buffer1[20], buffer2[20], buffer3[20];
FILE *fpassword, findex, funauthorized;
Application fpassword = open("passwd.txt");
findex = open('index.html");
funauthorized = open("unauthorized.html");

read(buffer1, fpassword)
read(buffer2, findex)
o read(buffer3, funauthorized)

if(getuid()){
send_to_socket(buffer2);

else{
send_to_socket(buffer3);

user land

kernel land

File 1
passwd.txt

File 2
index.html

File 3
Unauhtorized.html

@ kBlare




DIFT = Dynamic Information Flow Tracking

char buffer1[20], buffer2[20], buffer3[20];
FILE *fpassword, findex, funauthorized;

Application fpassword = open("passwd.txt");
- findex = open("index.html");
L funauthorized = open("unauthorized.html");
g read(buffer1, fpassword)
o read(buffer2, findex)
£ read(buffer3, funauthorized)
©
E‘) if(getuid()){
& o> send_to_socket(buffer2);
= else{
P send_to_socket(buffer3);
user land
-— -_— = - - - - - -_ - - - - - -— - -_— -
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DIFT

Dynamic Information Flow Tracking

Fine-grained DIFT

OS Support for DIFT

char buffer1[20], buffer2[20], buffer3[20];
FILE *fpassword, findex, funauthorized;

Application fpassword = open("passwd.txt");
findex = open("index.htm!");

funauthorized = open("unauthorized.html");

read(buffer1, fpassword)
read(buffer2, findex)
read(buffer3, funauthorized)

if(getuid()K
send_to_socket(buffer2);

else{
o» send_to_socket(buffer3);

user land

kernel land

File 1
passwd.txt

File 2
index.html

File 3
Unauhtorized.html

a kBlare




Different levels for DIFT

= (QOperating system:

Files / Executables

* Language level:

Variables / Functions

=  Processor level:

Address, registers / Instructions



DIFT - Memory corruption detection

Attacker overwrites return address and takes control

int idx = tainted_input; //stdin (> BUFFER SIZE)
buffer[idx] = x; // buffer overflow

set r1 « &tainted_input
load r2 « M]r1]
add r4 <12 + 13

store M[r4] < r5

T | Data T | Data
r1:&input Return Address
r2:idx=input
r3:&buffer
: int buffer[Size]
r4:&uffer+idx
rs5:x




DIFT - Memory corruption detection

Attacker overwrites return address and takes control

int idx = tainted_input; //stdin (> BUFFER SIZE)
buffer[idx] = x; // buffer overflow

load r2 « M]r1]
addr4 <12 +13

store M[r4] < r5

T | Data T | Data
r1:&input Return Address
r2:idx=input
r3:&buffer
: int buffer[Size]
r4:8&buffer+idx
r5:x




DIFT - Memory corruption detection

Attacker overwrites return address and takes control

int idx = tainted_input; //stdin (> BUFFER SIZE)
buffer[idx] = x; // buffer overflow

set r1 « &tainted_input
( load r2 < M]r1] )
addr4 «<—r2+r3

store M[r4] « r5

T | Data T | Data
r1:&input Return Address
r2:idx=input
r3:&buffer
: int buffer[Size]
r4:&buffer+idx
r5:x




DIFT - Memory corruption detection

Attacker overwrites return address and takes control

int idx = tainted_input; //stdin (> BUFFER SIZE)
buffer[idx] = x; // buffer overflow

set r1 « &tainted_input
load r2 « M|[r1]
(addr4 —r2+13)

store M[r4] « r5

T | Data T | Data
r1:&input Return Address
r2:idx=input
r3:&buffer
: int buffer[Size]
r4:8buffer+idx
r5:Xx




DIFT - Memory corruption detection

Attacker overwrites return address and takes control

int idx = tainted_input; //stdin (> BUFFER SIZE)
buffer[idx] = x; // buffer overflow

set r1 « &tainted_input
load r2 « M|r1]
addrg4 <~ r2+r3

( store M[r4] < 15 ]

T | Data T | Data
r1:&input Return Address
r2:idx=input
r3:&buffer
: int buffer[Size]
r4:&buffer+idx
r5:x




Different levels for DIFT

" Taginitialization: data are tagged with theirs "security level"
password="abcd" Tag(password)=secret

" Tag propagation: any new data derived from the tagged data is also tagged
log=err+password Tag(log)=Tag(err)+Tag(password) - + _

" Tag check: raise an exception if an information flow doesn’t respect a security
policy
write(log,network) Policy: (Tag(log)==public)



Different levels for DIFT

= Application level
o Java / Android, Javascript, C

= OS level
o kBlare (Linux kernel w/ software IFT)

" Low level
o Deeping into processor architecture maybe?



Different levels for DIFT

= Application level
o Java / Android, Javascript, C

= OS level
o kBlare (Linux kernel w/ software IFT)

" Low level
o Deeping into processor architecture maybe?

Buying an ARM license => no way. Or...



FPGA => Programmable electronics
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Source: EEVBlog #496 — What is an FPGA? (Youtube)



Different levels for DIFT

: Core 1 Core 2
| » Decode (App) (DIFT)
I capture analysis
ICache | T —ll— DCache | T
| Security
| "| Decode Cache Cache
e - — —
I L2 Cache
compress decompress
DRAM T DRAM ‘

In-core DIFT Offloading



Different levels for DIFT

DIFT Coprocessor

. > I
Main Tag ||
Core I Pipeline |
I
I
l

| [ Tag Cache |
Cache [

—_—— — —_—

L2 Cache

DRAM T

Off-core DIFT



Related works

_ Advantages Disadvantages

Software Flexible security Overhead
policies (300% at least...)
In-core DIFT Low overhead (10%) Invasive modifications
Dedicated CPU Low overhead (10%) Wasting resources
Low overhead (10%) CPU/coprocessor

Dedi r r ifi icati
edicated coprocesso CPU not modified communication



ARMHEX approach

* Limiting the impact of software instrumentation
= Security of the coprocessor
= First work on ARM-based SoCs

= Additional challenges
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What can I do with my processor?

Processing System

Flash Controller Multiport DRAM Controller
NOR, NAND, SRAM, Quad SPI DDR3, DDR3L, DDR2

AMBA® Interconnect AMBA Interconnect

2x

. SPI I
2x

. 12C .

2x
. CAN . NEON™DSPFPU Engine | NEONDSPFPU Engine

Cortex"- A9 MPCore

2x
I UART . 32/32 KB I/D Caches
GPIO 512 Kbyte L2 Cach
I 2% SDI0 .

with DMA
2x USB

I with DMA .
2x GigE
with D%M

Processor 1/0 Mux

AMBA Interconnect Security AMBA Interconnect

AES, SHA, RSA
[ 2R 2R 2R /
General Purpose ACP  High Performance
AXI Ports AXI Ports

2 A)BAcn,riaux, Programmable Logic

Thermal Sensor (System Gates, DSP, RAM)

PCle Gen2
1-8 Lanes

Multi-Gigabit Transceivers

Multi-Standard 1/0s (3.3V & High-Speed 1.8V)

' L




What can I do with my processor?

1

Processing System

Flash Controller Multiport DRAM Controller
NOR, NAND, SRAM, Quad SPI DDR3, DDR3L, DDR2

AMBA® Interconnect AMBA Interconnect

Processor 1/0 Mux

2xSDIO
with DMA

2x USB

I with DMA .
2x GigE
with D%M

AMBA Interconnect Security AMBA Interconnect
AES, SHA, RSA

¥ EMIO 1 20 2 2

General Purpose ACP  High Performance
AXI Ports AXI Ports

PCle Gen2
1-8 Lanes

2% ADC, Mux, Programmable Logic
WOLCERIIE  (System Gates, DSP, RAM)

Multi-Standard 1/0s (3.3V & High-Speed 1.8V) Multi-Gigabit Transceivers

' L

CoreSight: debug components

Available in most of Cortex-A +
Cortex-M3 (for ARM)

Can export stuff



CoreSight

components

Instrumentation Trace Macrocell (ITM)

Trigger Register Write Packet
Registers
ITM Trigger
I— ————————— -
: Fabric Trace |
| | | Monitor (FTM) | ! Read Packet
| : Registers
| -
Embedded Cross T"—nF;‘ge} Packetizer : —
Trigger (ECT -~
soer®En —
: ! MIO /
PL Fabric ! | EMIO
|

Replicator
Funnel




CoreSight components - Where should I export my metadata?

Processing System (PS) Programmable Logic (ARMHEX)
E:FIO
. intdrface
CoreS|ght ~£trace—>| PFT Decoder —  AXI
components BRAM
A >
AXIEP, Config |«
ARM —2XECS Buffer
Cortex-A9 L c :p'jrc:f:m | TRF
N control
CPUO intérlt'upt
A 1
' DDR ,
IVIemory DIFT-related data
(used by Linux OS) Tag dependencies S;:fe iijﬁrir;isitj;k
- 384 MB > 64 MB—~32 VIB~~—-32 MIB—




CoreSight PTM features

| ELF Header |
|r Program header table 1|
r 1
| |

Features: Section 1

= Trace filter | Section 2 |

= Branch Broadcast

"= Timestamping
= Etc, etc. | Section n |



What does a trace look like?

Source code Assembly
int i 8638 for_loop:
for(i=0;i<10;i++) b 8654 :

866¢C : bcc 8654

Trace Decoded trace

00 00 00 00 00 80 08 38 86 00 00 21 A-sync

2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 86 01 Address 00008638, (l-sync Context
00 00 00 00 00 00 00 00 00000000, IB 21)

Address 00008654, Branch Address
packet (x 10)



DIFT toolchain

Our case:

" We want to store tags and initialize tags from the operating system:
o Modified kBlare (based on a Linux Kernel 4.9)

" We don’t want to loose information (no over-approximation):
O Dynamic approach: Instrumentation + PTM traces

" Extract some informations about the data flow (for tag propagation):
0 Static Analysis: Generating annotations.



Generating annotations

(status on late February)

® 200 instructions done:
O LLVM meta-instructions
/ O« Basic » stuff: add, compare, load/store,
etc.

" TODO: 200 instructions left (at least...)
O Parallel additions/substractions features
B Advanced SIMD instructions




DIFT toolchain

yocto -

PROJECT

Source code (C, Ocaml...)

7 = Templates/tools/methods

LM IR~ "= Custom embedded Linux

vlv | Static Analysis |

ELF File = HardBlare recipes added

> root filesystem
image
Open-source components
(from http, ftp, git, svn, etc.) > kermel |
. erne| image
Operating System Emb.edded Linusx
S I tags for initialization, Load build system .| bootloader
YSCAllS 765 related to syscalls -annoy In-house components ” image(s)
(from http, ftp, git, svn, etc.)
dCe ARMHEX - .
P > toolchain
“ interrupt Coprocessor T

configuration

Source: Bootlin (aka Free Electrons)



Coprocessor - Quick hints

Processing System (PS) £ Programmable Logic (ARMHEX)
Epio
. intgrface
corESIght ‘/udce—’ PFT Decoder »  AXI - M
components BRAM DIFT metadata protection
AXIER, | o nfig [ o TrustZone + secure
ARM Bl AXllGR W0r|d
» Buffer
Cortex-A9 ‘L c :;m:::or — TRF
cpuo T intgrrupt
A
! DDR . .
o EETIERS * Main challenge: speed!
(used by Linux OS) Tag dependencies S;:fe F:ig';rirliss::rc)k
- 384 MB <~—64 MB—>+32 MB>=—32 MB———




Some latency results
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Comparison w/ existing works

Approaches Kannan Deng Heo ARMHEX
Hardcore portability No No Yes Yes
Main CPU Softcore  Softcore  Softcore  Hardcore
Communication overhead N/A N/A 60% 5.4%
Area overhead 6.4% 14.8% 14.47% 0.47%
Area (Gate Counts) N/A N/A 256177 128496
Power overhead N/A 6.3% 24% 16%
Max frequency N/A 256 MHz N/A 250 MHz
Isolation No No No Yes




Perspectives

Take away:
= CoreSight PTM allows to obtain runtime information (Program Flow)

* Non-intrusive tracing => Negligible performance overhead

RaspberryPi PoC (hopefully March)
Full PoC later this year (SoC files + Yocto)

Intel / ST? (study)

Multicore multi-thread IFT

Full-speed IFT
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Hacking

Many thanks to Muhammad, Mounir, Guy,
Guillaume, Vianney and Arnab



